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User authentication has become an essential security element that enables a
wide range of applications 1n P2P systems for higher security and safety

requirements. b e | 7 Trp— e
This paper presents a novel user identification system based on the bio signal L .- L L T
anaIYSiS Of aI'm movement (3'aXiS accelerometer & 3'aXiS gyroscope) and — Pod-1 signal of EMG sansor during arm mosa mant — Pod-2 signal of EMG sansor during arm mdse man

electromyography (EMG) signal using Myo armband as a wearable user
authentication system in P2P system that identifies users based on the bio-signal
of movement of a person's arm.

In this study, the gesture and EMG signals are obtained from the sensor and

denoised using wavelet denoising algorithm. The denoised signals are analyzed Mo m  wm T . w0 W0 3
using the envelope and cepstrum analysis for extracting the potential feature

vector. Finally, the feature vector is used to train and identify a user using multi-
class support vector machine (MC-SVM) with different kernel function for user
authentication.
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Introduction

In the recent decade, peer-to-peer (P2P) systems are increased dramatically,
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offering the possibility of sharing information, autonomy, and privacy. Within a i
P2P system, users connect with each other over the internet and share ww
information directly between the systems on the network without the need for

the client/server system. Each user of a P2P system works as a client as well as , , , , , , ,

a server. However, the user requires to authenticate himself/herself when using ™ meecotsamies et sampes
P2P applications. It requires ID/password schemes which include P2P storages, o Pod-7 sigroal of 8NG sanr sk e st PO M1 0 EMG Se0007 Suxirg 81 movermern

personal identification number (PIN), backup, and social network. Security { u L

1ssues arise when user ID/password schemes used for authentication are stolen,

e.g. by a hacker, and also the network protocols have some types of attacks such

as insider, bit flipping, forgery, unfair key agreement attacks. T .

From this perspective, WwWe propose an arm movement based user authentication u . T Nmbercrsampies - o ) - T e ot Sampie

on P2P system. A wearable device is introducing for a user authentication Flgure4 Example of 3-axis accelerometer, 3-axis gyroscope and erght (8) EMG srgnals respectrvely
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system 1n a P2P system, e.g., to determine whether a specific application should { l l , " l [ } l l l l N l MM M M r

be user or whether such authorization should be rejected.
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In the modern era of information technology, the information security and
cyber-attack 1s grate concern. Traditional user authentication system is outdated
for verification. From this point of view, i1n this paper, a novel user

Gyroscope Sensor
E j Conclusions
User Data

Figure 2. (a) 8-EMG pods, (b) position of the forearm, and (c) database system of Myo armband

We applied the wavelet de-noising technique to remove noise from the data. The authentication system is proposed based on arm movement bio signal analysis in
signals are decomposed up-to 3rd level using wavelet decomposition. a P2P system. In this proposed model accelerometer, gyroscope, and EMG
signal are collected using Myo armband which has figured out arm movements

Sensor output Wavelet Estimate Inverse wavelet De-noised and hand gestures using it 1n the user's arm.
signal ™| tansform [ *| Threshold [ *|  transform [ |  signal Our proposed model shows 98.65% and 98.70% average classification accuracy

using Quadratic SVM and Medium Gaussian SVM respectively.

Figure 3. A basic structure for wavelet de-noising.
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